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Nebraska Information Technology Commission
Government Technology Collaboration Fund - 2001

SGC
Score # Agency Project Title GTCF Request Total Cost Recommedation
1 96 |2001-03 |Office of the CIO E-Government Architecture Study $ 50,000.00 | $ 80,000.00 | $ -
Dept. of Natural
Resources (Multiple Creating a Common Framework for Integrating
2 93 |2001-06 |Agencies) Surface Water Data $ 25,000.00 | $ 56,200.00 | $ 25,000.00
HIPAA Assessment and Strategy for State
3 91 |2001-04 |Office of the CIO Government $ 30,000.00 | $ 40,000.00 | $ -
Value-Added Book Reviews: Any Time, Any
4 88 |2001-20 |Library Commission Place $ 8,322.00 | $ 11,096.00 | $ 8,322.00
5 88 [2001-05 |Office of the CIO Security Assessment 46,800.00 62,500.00 | $ 46,800.00
6 87 12001-09 |IMServices Enterprise Security Awareness Training 36,620.00 93,620.00 | $ 36,620.00
7 87 |2001-08*|IMServices Enterprise E-Government Security Software $ 151,000.00 | $ 415,000.00 | $ -
IMServices (Multiple
8 86 |2001-07 |Agencies) Information Technology Support Tools Project | $ 105,000.00 [ $ 142,000.00 | $ 74,000.00
IMServices and
Workers' Compensation
9 86 [2001-11 |Court Enterprise Content Management Study $ 100,000.00 | $ 135,000.00 | $ 100,000.00
Assistive Technology
10 84 [2001-01 |Partnership Workforce Investment Act Resource Centers $ 25,000.00 [ $ 112,910.00 | $ 25,000.00
Dept. of Agriculture
11 83 |2001-19 |(Multiple Agencies) Fee Collection Program $ 9,900.00 | $ 13,200.00 | $ -
Mobile Data Computer (MDC) Project and
12 83 [2001-14 |State Patrol Remote Terminal Server (RTS) Project 53,227.00 153,227.00 | $ 31,070.25
13 81 |2001-02 |State Fire Marshal All-Incident Reporting System 69,956.00 99,922.00 | $ -
Commission for the
Blind and Visually
14 80 |2001-15 |Impaired Accessible E-Government $ 26,900.00 | $ 37,387.00 | $ -
HHSS (Multiple
15 80 [2001-16 |Agencies) Employee Training Record System $ 15,000.00 | $ 20,000.00 | $ -
IMServices (Multiple
16 80 |2001-12 |Agencies) Automated Legislative Bill Tracking $ 20,000.00 [ $ 26,700.00 | $ =
17 79 12001-13 |Nebraska Arts Council [Continuation of E-Granting Conversion Project | $ 40,000.00 | $ 54,000.00 | $ -
Criminal History Integration into Corrections
18 79 |2001-21 |Board of Parole Tracking System (CTS) $ 12,000.00 | $ 16,000.00 | $ -
Creating Digital Access and Archiving of the
UNL - Conservation and |Conservation and Survey Division Aerial
19 74 12001-17 |Survey Division Photography Collection $ 57,200.00 | $ 129,800.00 | $ -
Commission on the
20 68 |2001-18 |Status of Women Grant Proposal $ 5,512.50 | $ 7,350.00 | $ -
IMServices (Multiple Lotus Notes Interagency Collaboration
21 60 [2001-10 |Agencies) Education Project $ 1,000.00 | $ 1,935.00 [ $ -
TOTALS $ 888,437.50 | $1,707,847.00 | $ 346,812.25
AVAILABLE| $ 347,920.00
UNOBLIGATED| $ 1,107.75

*Costs listed are for Phase I. Total cost of project is $2,483,000 with grant funds requested of $1,400,000.




State Government Council
of the
Nebraska Information Technology Commission

Recommendation to the NITC
Government Technology Collaboration Fund — 2001

The State Government Council, at their meeting on October 11, 2001, reviewed the 21 applications for
funding from the Government Technology Collaboration Fund and recommended that the following
projects be funded:

Request #2001-01 $25,000.00
Agency: Assistive Technology Partnership
Project: Workforce Investment Act Resource Centers
¢ Integrates Assistive technology solutions into the Workforce Development One
Stop Resource Centers to increase awareness of the potential of Assistive
technology to enhance the employability and productivity of persons with
disabilities in competitive employment.

Request #2001-05 $46,800.00
Agency: Office of the CIO
Project: Security Assessment
e The purpose of this grant is to engage a qualified firm to conduct a security
audit and security testing of the state’s information technology infrastructure.

Request #2001-06 $25,000.00
Agency: Department of Natural Resources
Project: Creating a Common Framework for Integrating Surface Water Data
e This project is part of a larger collaborative effort to develop a standardized,

statewide, surface water features database (map), to facilitate the collection and

integration of data and public policies of multiple state, local, and federal

agencies that make or implement public policies related to Nebraska's surface

water. Specifically, this project will develop a digital, (1:24,000-scale)

geospatial database (map), with associated attributes, for the surface water

features in the Lower Elkhorn Watershed in eastern Nebraska.

Request #2001-07 $74,000.00

Agency: IMServices

Project: Information Technology Support Tools Project

o The project to implement an IT Support Tools System is a joint project with the

Department of Correctional Services, the Department of Labor’s Workforce
Development group, Health and Human Services System, Workers’
Compensation Court, and DAS Information Management Services. These
agencies are working together to replace and upgrade aging technical support
software. The project also provides some of the agencies with new, needed
software function. The system will include problem management (help desk),
hardware/software management (technology assets tracking), change
management, and knowledge bases.

STAFF COMMENT:

After consulting with the applicant, the State Government Council recommended
funding this project at $74,000 rather than the requested amount of $105,000.
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Request #2001-09
Agency: IMServices
Project: Enterprise Security Awareness Training
e This project will provide security training to security officers, IT staff, and other
employees of state agencies.

Request #2001-11

Agency: IMServices and Workers’ Compensation Court

Project: Enterprise Content Management Study

e The Enterprise Content Management Project is a two-phase undertaking to

address the methodology of systematically organizing the State’s electronic
information resources so that the resources can be managed, secured, and
made available as required. Conceptually, the need for enterprise content
management combines interagency business knowledge, policies, information
content, work processes, and technology with an overlying architecture that can
deliver the content via a flexible, adaptive, portal-based service accessed with a
single sign-on.

Request #2001-14

Agency: State Patrol

Project: Mobile Data Computer (MDC) Project and Remote Terminal Server (RTS)

Project
e The first project is referred to as the MDC (Mobile Data Computer) Project. The

objective of the MDC Project is to increase the amount of information provided
to four (4) Headquarters Troop traffic officers by installing mobile data
computers and 800 MHz radios in their marked patrol vehicles. The MDCs will
have connectivity to the City of Lincoln’s 800 MHz trunked radio system which
allows them wireless, high speed connectivity to the Nebraska State Patrol
Switcher. The Switcher is the device that allows access to all Federal and state
databases. The project will provide the officers with the tools necessary to
access these law enforcement data systems directly. Currently, officers often
wait in que for dispatcher response. The goal of this project is to improve the
efficiency and effectiveness of four Nebraska State Patrol troopers. This
directive will enhance a pilot project consisting of one officer utilizing the MDC
system in cooperation with the City of Lincoln. This project will require the
purchase of laptops, computers, wireless network infrastructure hardware,
software and licensing. The City of Lincoln is providing the 800 Mhz radios to
the Nebraska State Patrol.

STAFF COMMENT:

The State Government Council recommended funding only the MDC project and not the
RTS project. The recommended award of $31,070.25 represents the cost of the MDC
project, less the required 25% match.

Request #2001-20
Library Commission
Value-Added Book Reviews: Any Time, Any Place
e Provide book reviews on the Web, including oral reviews of books for children
and young adults.

TOTAL
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$36,620.00

$100,000.00

$31,070.25

$8,322.00

$346,812.25



NEBRASKA INFORMATION TECHNOLOGY COMMISSION
Government Technology Collaboration Fund - 2001

Application Summary Sheet

Request # 2001-01

Visually Impaired;
Vocational Rehabilita-
tion

Agency Project Request Match| SGC Recommendation
Assistive Technology

Partnership (Comm.

for the Blind and Workforce Investment Act Resource Centers $25,000.00 $87,910.00 $25,000.00

SUMMARY OF REQUEST (Applicant's Executive Summary)

This project will integrate assistive technology solutions into the Workforce Development One Stop

Resource Centers to increase awareness of the potential of assistive technology to enhance the

employability and productivity of persons with disabilities in competitive employment. Assistive technology
solutions available for demonstration will include devices and accessibility alternatives that provide
access to information technology (information systems, applications, and websites). Demonstration
equipment at the One Stop Resource Centers will be available to individuals with disabilities, employers,

programmers, and developers, which include the general public as well as state agencies and

universities.

FUNDING SUMMARY

GTCF Grant

Other Funding

- Cash Match In-Kind Match Total
Funding Sources

Personnel Costs $11,520 $11,520
Capital Expenditures (Hardware, $25,000 $76,390 $101,390
software, etc.)
Total $25,000 $76,390 $11,520 $112,910

PROJECT SCORE

Score | Max.

Section lll: Goals and Objectives 16.3 20

Section IV: Scope and Projected Outcomes 12.3 15

Section V: Project Justification / Business Case 16.3 20

Section VI: Implementation 8.0 10

Section VII: Technical Impact 8.3 10

Section VIII: Risk Assessment 8.7 10

Section IX: Financial Analysis and Budget 14.3 15

TOTAL 84.3 100

REVIEWER COMMENTS

STRENGTHS

¢ Providing assistive technology that will ensure access to the services in the One Stop Resource

Centers is an important project.
o Beneficiaries are well defined.
e Training will be provided for the staff.
e Commitment by VR and others is excellent.




NEBRASKA INFORMATION TECHNOLOGY COMMISSION
Government Technology Collaboration Fund - 2001

Application Summary Sheet

WEAKNESSES

The project should focus on the assistive technology that will provide access to the OSRCs'
services and to e-government.

The technology that will be provided is not specific to the goals of the OSRC and could be a
difficulty. There should be more evidence of coordination with NCBVI, NCDHHI and Voc Rehab.
Technology proposed will not provide optimum access to the services of the OSRCs for
individuals with disabilities and therefore will not be demonstration of what assistive technology
can provide for individuals with disabilities.

There is no indication that the OSRC have agreed to participate. There is no real time line even
for the Centers that are about to open.

The assistive technology provided will not provide access to blind individuals, as Zoomtext
requires some sight in order to use it. The software outlined runs on different platforms and some
of it is more appropriate for K-12 environments than the employment world. Some of the software
cannot be loaded on the same system as it will not operate together (e.g. Dragon and Zoomtext).




NEBRASKA INFORMATION TECHNOLOGY COMMISSION
Government Technology Collaboration Fund - 2001

Application Summary Sheet

Request # 2001-02

Agency Project Request Match| SGC Recommendation
State Fire Marshal and

Nebraska Forest . .

Service at the Univ. of All-Incident Reporting System $69,956.00 $29,966.00 $0.00
Nebraska

SUMMARY OF REQUEST (Applicant's Executive Summary)

The State Fire Marshal and the Nebraska Forest Service at the University of Nebraska either direct or
require emergency response organizations to report fire emergencies. Last year NITC funded a State Fire
Marshal project to survey the feasibility of computerized reporting and the necessity of reporting to the
State by local emergency response organizations. The statistics and analytical reports support the
proposed project to assist in the purchase and training for incident reporting software. This project would
provide funding support for purchasing vendor software for the emergency response organizations and
provide them with sufficient training to submit these required reports per any time constraints.

Management of the project will be coordinated through a reimbursement program for those emergency
response organizations to receive funding after purchasing vendor software for incident reporting.
Additionally, the project will assist in the funding of training courses on the operation and implementation
of the software at the local level. For those emergency response organizations that have already
purchased vendor software, a retroactive reimbursement will be offered. Options will be provided for
additional software program levels to be purchased which will assist the organizations with other
necessary documentation that enhances the overall data collection and statistical analysis completed by
State Agencies, such as records on personnel, training, apparatus, equipment, and budgeting issues.

FUNDING SUMMARY

GTCF Crant CashMatch | In-Kind Match | OterFunding Total
unding Sources
Personnel Costs 17,560.00 17,560.00
Capital Expenditures (Hardware, 69,956.00 69,956.00
software, etc.)
Supplies and Materials 2,000.00 2,000.00
Training 1,100.00 1,100.00
Travel 9,306.00 9,306.00
Total 69,956.00 29,966.00 99,922.00

PROJECT SCORE

Score | Max.

Section lll: Goals and Objectives 16.0 20

Section IV: Scope and Projected Outcomes 13.3 15

Section V: Project Justification / Business Case 16.0 20

Section VI: Implementation 7.3 10

Section VII: Technical Impact 7.7 10

Section VIII: Risk Assessment 7.7 10

Section IX: Financial Analysis and Budget 13.0 15

TOTAL 81.0 100




NEBRASKA INFORMATION TECHNOLOGY COMMISSION
Government Technology Collaboration Fund - 2001

Application Summary Sheet

REVIEWER COMMENTS

STRENGTHS
e Good overall description of project. Good evidence of benefit to other entities.
e Moderately good narrative about other possible approaches. Documented statutory reference.
Reasonable narrative about intangible benefit
e Stakeholder analysis is thorough.
e Hardware, software not particularly risky.
e Standardizing software/reporting is essential.

WEAKNESSES
e Dramatic increase in reported incidents may be somewhat optimistic
o Virtually no cost/benefit analysis based on hard numbers.
¢ Implementation info is extremely high-level.
e Security issues not addressed very thoroughly. Related to scalability, coordination among many
sources of input not very thoroughly discussed.
¢ Not much commentary on implementation risk.




NEBRASKA INFORMATION TECHNOLOGY COMMISSION
Government Technology Collaboration Fund - 2001

Application Summary Sheet

Request # 2001-03

Agency Project Request Match| SGC Recommendation

Office of the Chief
Information Officer

Withdrawn by applicant
$0.00

E-Government Architecture Study $50,000.00 $15,000.00

SUMMARY OF REQUEST (Applicant's Executive Summary)

The purpose of this project is to define the technical architecture for deploying e-government services in
state government. A well-defined technical architecture will guide investments in the technical
infrastructure that is essential to facilitate rapid and cost-effective implementation of e-government
services.

Section 86-1506 (6) requires the Nebraska Information Technology Commission to adopt technical
standards, guidelines and architectures upon recommendation by the Technical Panel. In August 2000,
the Technical Panel created a work group to evaluate the adequacy of the state’s technical infrastructure
for e-government and make recommendations. The charter for the work group included the following
goals:

Prepare a checklist of key foundational prerequisites for implementing e-government

Inventory capabilities of the state's foundation for e-government;

Assess capabilities of the state's foundation for e-government

Review and revise best practices for the electronic government architecture

Recommend policies, standards and guidelines for the electronic government architecture

agrON =

The work group accomplished part of the first goal by developing a draft document on e-government
architecture. (A copy is available at: http://www.nitc.state.ne.us/tp/workgroups/egovernment/index.htm.)
The draft document identified principles, components, and guidelines for the presentation layer and
enterprise services that together comprise two of the conceptual layers of the technical infrastructure for
e-government. The workgroup was not able to develop guidelines for applications and data, which
constitute the third layer.

The work group lacks the resources to complete the task assigned to it. This grant would enable the work
group to retain a consulting firm to assist it. Finishing the inventory, assessment, and best practices and
documenting standards and guidelines for the e-government architecture will provide the state with a
benchmark for evaluating future progress.

FUNDING SUMMARY

GTCF Grant Cash Match In-Kind Match | Other Funding Total
Funding Sources
Personnel Costs 10,000 5,000 15,000
Contractual Services 50,000 5,000 10,000 65,000
Total 50,000 5,000 10,000 15,000 80,000




NEBRASKA INFORMATION TECHNOLOGY COMMISSION
Government Technology Collaboration Fund - 2001

Application Summary Sheet

PROJECT SCORE

Score | Max.
Section lll: Goals and Objectives 19.7 20
Section IV: Scope and Projected Outcomes 14.3 15
Section V: Project Justification / Business Case 18.7 20
Section VI: Implementation 9.7 10
Section VII: Technical Impact 9.3 10
Section VIII: Risk Assessment 10.0 10
Section IX: Financial Analysis and Budget 14.3 15
TOTAL 96.0 100
REVIEWER COMMENTS
STRENGTHS

Directly relates to state technical plan and emphasis on improving e-government.

Well thought out. Clear and concise with realistic objectives and approaches.

Beneficiaries and outcomes are well defined. Measurements and assessment methods well
stated.

This project is not technically difficult. The issue will be culture and a willingness of agencies to
work together for the common good of all.

Again the biggest risk is culture and willingness to change how we do things. This study will go a
long way towards convincing agencies that proceeding with E-Government is realistic and
achievable.

As important as this study is | hope we don't short change ourselves. | for one would suggest
spending even more if necessary. The benefits will surely out way the costs if we do this right.

WEAKNESSES

No specific reference to NIS or other such initiatives already in progress.

Open ended study of how to study. "Recommendation for on-going evaluation of the state's e-
government architecture." Will there be a request for further funds to accomplish this?

Tangible economic benefits are hypothetical.

Doing nothing is the only alternative examined. They might have examined conducting the study
using only state personnel, or only consultants with no state personnel.

Who are the stakeholders?




NEBRASKA INFORMATION TECHNOLOGY COMMISSION
Government Technology Collaboration Fund - 2001

Application Summary Sheet

Request # 2001-04

Agency Project Request Match| SGC Recommendation

Office of the Chief HIPAA Assessment and Strategy for State
Information Officer Government

Withdrawn by applicant
$0.00

$30,000.00 $10,000.00

SUMMARY OF REQUEST (Applicant's Executive Summary)

In 1996 Congress enacted the Health Insurance Portability and Accountability Act (HIPAA). So far, two
rules have been finalized. A final rule regarding security is expected soon. Other rules are still in
progress. Below are the publication dates and compliance deadlines for three rules that demand
immediate attention. Further information is available at http:/aspe.os.dhhs.gov/admnsimp/.

Rule Publication Date Compliance
Transaction and Code Set Final rule -- 8/17/2000 10/16/2002

Privacy Final rule -- 12/28/2000 4/14/2003

Security Notice of Proposed Rule -- 8/12/1998 TBA

There are both civil and criminal penalties for non-compliance. Criminal penalties range up to $250,000
and 10 years in prison for anyone obtaining or disclosing protected health information with the intent to
sell, transfer or use it for commercial advantage, personal gain or malicious harm.

HIPAA represents a significant challenge for state government, because of legal liability, the complexity of
the regulations, uncertainty about what entities are affected, cost of compliance, and the short timeframe
for implementation. In general, HIPAA affects agencies that meet one or more of the following criteria:
¢ Do you bill for medical services?
Do you pay for medical services?
Do you generate, maintain, or use individually identifiable health information?
Do you have information that is used for eligibility or enroliment in health-related programs?
Are you a business partner of an entity that conducts any of these activities?

The complexity of the federal regulations and the potential liability to the state suggest the need for
agencies to cooperate with each other and coordinate their efforts. Agencies must analyze the impact of
HIPAA and decide on a course of action to achieve compliance.

The Department of Health and Human Services has conducted an initial self-assessment and is
organizing a HIPAA project office to oversee its department-wide effort to achieve compliance with HIPAA
requirements. Other state agencies have not begun a self-assessment and may not even be aware of
HIPAA regulations.

This project will assist agencies in evaluating the impact of HIPAA regulations on their operations and
technology systems and to prepare a course of action to achieve compliance.

FUNDING SUMMARY

GTCF Grant Other Funding

: Cash Match In-Kind Match Total
Funding Sources
Personnel Costs 10,000 10,000
Contractual Services 30,000 30.000
Total 30,000 10,000 40,000




NEBRASKA INFORMATION TECHNOLOGY COMMISSION
Government Technology Collaboration Fund - 2001

Application Summary Sheet

PROJECT SCORE

Score | Max.
Section lll: Goals and Objectives 19.0 20
Section IV: Scope and Projected Outcomes 14.3 15
Section V: Project Justification / Business Case 18.3 20
Section VI: Implementation 9.7 10
Section VII: Technical Impact 9.7 10
Section VIII: Risk Assessment 8.0 10
Section IX: Financial Analysis and Budget 12.3 15
TOTAL 91.3 100
REVIEWER COMMENTS
STRENGTHS

Good intro and connection to the enterprise/collaborative nature of the project and mission.
Goals and objectives are specific and clearly explained.

Scope and projected outcomes contain specifics about products and how success will be
measured.

This is a project with significant justification for carrying it out and significant risk if it is not
undertaken.

Challenges are well defined.

WEAKNESSES

Budget lacks detail.

Key challenge is the time to do the self-assessment. The expert training proposed is a key
ingredient.

Question the validity of the time line and costs.

Strategies on time and cost identified, but question if they will work.

In kind match from the agencies may be very difficult to get with the budget cuts and NIS already
taking agency resources.




NEBRASKA INFORMATION TECHNOLOGY COMMISSION
Government Technology Collaboration Fund - 2001

Application Summary Sheet

Request # 2001-05

Agency Project Request Match| SGC Recommendation

Office of the Chief
Information Officer

Security Assessment $46,800.00 $15,700.00 $46,800.00

SUMMARY OF REQUEST (Applicant's Executive Summary)

In January, the NITC adopted a set of security policies. The parent policy (Information Security
Management Policy) provides guidance for establishing effective security programs. One requirement is
to conduct regular security audits. The Network Security Policy states that “an audit of network security
should be conducted annually.

The HIPAA (Health Insurance Portability and Accountability Act) proposed rule for Security and Electronic
Signature Standards (45 CFR Part 142) imposes a comprehensive set of security requirements for
“covered entities” that “electronically maintain or transmit any health information relating to an individual.”
The regulations pertaining to “Administrative Procedures to Guard Data Integrity, Confidentiality, and
Availability” includes a requirement for “Security Testing.” Given the breadth of HIPAA requirements and
the potential penalties for violators, state government requires an independent evaluation of compliance
efforts.

The purpose of this grant is to engage a qualified firm to conduct a security audit and security testing of
the state’s information technology infrastructure.

FUNDING SUMMARY

GTCF Grant Cash Match In-Kind Match | Other Funding Total
Funding Sources
Personnel Costs 12,500 12,500
Contractual Services 46,800 3,200 50,000
Total 46,800 3,200 12,500 62,500

PROJECT SCORE

Score | Max.
Section lll: Goals and Objectives 17.7 20
Section IV: Scope and Projected Outcomes 12.3 15
Section V: Project Justification / Business Case 17.7 20
Section VI: Implementation 9.0 10
Section VII: Technical Impact 9.3 10
Section VIII: Risk Assessment 8.7 10
Section IX: Financial Analysis and Budget 13.0 15
TOTAL 87.7 100




NEBRASKA INFORMATION TECHNOLOGY COMMISSION
Government Technology Collaboration Fund - 2001

Application Summary Sheet

REVIEWER COMMENTS

STRENGTHS

Meets the comprehensive technology plan and describes how it furthers electronic government.

An enterprise approach for this type of project is probably the most appropriate way to handle a

security review.
The timeline is fairly aggressive, however, | believe this is strength.

WEAKNESSES

Identifying the weaknesses in security is only one step. The report needs to be sure that it
provides remedies on correcting the problems.

| am concerned about the statement that for the dollars available it will be difficult to achieve all of
the objectives of the study. Are the dollars being requested too low or are the objectives too
high? Which one should be adjusted?

Expected outcome should have more detail concerning the report.

The number of servers/systems that will be scanned will determine the cost of the project. More
detail on the number of servers is needed to determine if this cost is appropriate.

An additional outcome should be the review by the auditor with each agency of the results and
possible remedies. Another assessment may be an evaluation of the results by the CIO's office
AND each of the agencies audited.

This needs to be mandatory for agencies. Their cooperation should be in developing the RFP
statement of work.




NEBRASKA INFORMATION TECHNOLOGY COMMISSION
Government Technology Collaboration Fund - 2001

Application Summary Sheet

Request # 2001-06

Agency Project Request Match| SGC Recommendation

Department of Natural
Resources (Multiple
Agencies)

Creating a Common Framework for Integrating
Surface Water Data $25,000.00 $18,200.00 $25,000.00

SUMMARY OF REQUEST (Applicant's Executive Summary)

This project is part of a larger collaborative effort to develop a standardized, statewide, surface water
features database (map), to facilitate the collection and integration of data and public policies of multiple
state, local, and federal agencies that make or implement public policies related to Nebraska's surface
water. Specifically, this project will develop a digital, (1:24,000-scale) geospatial database (map), with
associated attributes, for the surface water features in the Lower Elkhorn Watershed in eastern Nebraska
(all or parts of these counties: Burt, Dodge, Stanton, Washington, Platte Sarpy, Saunders Thurston,
Cuming, Madison, Wayne Colfax, and Douglas). This geospatial database will be based on a National
Hydrography Dataset (NHD) model, which has been endorsed by the Nebraska GIS Steering Committee
and which was specifically designed to provide a common reference, surface water database to facilitate
multipurpose use and inter-agency collaboration.

The project will convert existing paper maps to digital geospatial format, update the stream locations from
these 1950-60s vintage paper maps based on modern aerial photography, and provide standardized
database identifiers for all surface water features. The project will facilitate the collaborative use of
modern information technology, such as geographic information systems (GIS), in the important public
policy area of surface water by developing a standardized database for this one geographic area. The
project will make information more accessible to the general public by facilitating the use of information
technology tools, such as GIS, to graphically display the implications of public policies and issues related
to surface water. The project is a collaborative effort undertaken by the Department of Natural
Resources, the Conservation and Survey Division of the University of Nebraska, the Department of
Environmental Quality, the Department of Roads, and the Lower Elkhorn Natural Resources District.

This project is a response to the Nebraska GIS Steering Committee decision to prioritize the development
a standardized, statewide hydrographic dataset. Work has already been completed in the Logan Creek
watershed and is about to begin in the Salt Creek Watershed. As part of a larger effort to pool the
resources from multiple agencies and thereby enable the statewide development this database, this grant
funding would also be used to provide a match for federal funding that will be used to complete other
basins.

FUNDING SUMMARY

erer dﬁrgnt Cash Match In-Kind Match Othggu':r‘égg'”g Total

Personnel Costs $2,000 $15,800 $17,800
Capital Expenditures (Hardware, $ 4,000 hdwr $5,000 Roads

software, etc.) $ 5,000 sftwr $14,000
Contractual Services $12,000 othr $1,000 $3,000 - LENRD $21,000

$5,000 - NDEQ

Supplies and Materials $ 1,400 $1,400
Training $2,000 $2,000
Total $25,000 $18,200 $13,000 $56,200




NEBRASKA INFORMATION TECHNOLOGY COMMISSION
Government Technology Collaboration Fund - 2001

Application Summary Sheet

PROJECT SCORE

Score | Max.
Section lll: Goals and Objectives 18.7 20
Section IV: Scope and Projected Outcomes 14.7 15
Section V: Project Justification / Business Case 18.3 20
Section VI: Implementation 9.3 10
Section VII: Technical Impact 8.7 10
Section VIII: Risk Assessment 9.7 10
Section IX: Financial Analysis and Budget 13.7 15
TOTAL 93.0 100
REVIEWER COMMENTS
STRENGTHS

Multi-agency and integration of state system with federal system.

Following existing standards and formats.

The project makes excellent use of collaboration among a number of state agencies. It responds
especially well to the State Government Council's goal of implementing electronic government.
The listing of beneficiaries, expected outcomes, and measurement methods are excellent.

The evaluation of other potential solutions was well-detailed and complete. The intangible
benefits include the suggestion of a precedent or statewide standard for future hydrographic
databases--a desired outcome.

The implementation plan is complete and well thought-out.

Risk assessment was very complete and detailed--an excellent analysis.

WEAKNESSES

DNR listed as responsible for on-going costs, but no statement as to how those specific costs
would be covered by DNR.

Hardware and software of initial system well defined, but no accommodation for increased LAN
infrastructure and bandwidth as public begins to access system.

The proposal does explain how the grant will benefit the Lower Elkhorn Watershed and its
utilization as a Federal match for other hydrographic databases but does not explain how much
more state money may be required to complete the entire statewide database.




NEBRASKA INFORMATION TECHNOLOGY COMMISSION
Government Technology Collaboration Fund - 2001

Application Summary Sheet

Request # 2001-07

Agency Project Request Match| SGC Recommendation

IMServices (Multiple
Agencies)

Information Technology Support Tools Project $105,000.00 $37,000.00 $74,000.00

SUMMARY OF REQUEST (Applicant's Executive Summary)

The project to implement an IT Support Tools System is a joint project with the Department of
Correctional Services, the Department of Labor’'s Workforce Development group, Health and Human
Services Systems, Worker's Compensation Court, and DAS Information Management Services. These
agencies are working together to replace and upgrade aging technical support software. The project also
provides some of the agencies with new, needed software function. The system will include problem
management (help desk), hardware/software management (technology assets tracking), change
management, and knowledge bases. We anticipate that the selected product could become an
enterprise-standard software because it offers current technologies, improved efficiency and
effectiveness in overall technical support, and will benefit agencies with better communication, exchange
of support data, and cost-effectiveness.

A number of agencies use some type of formal help-desk software. In addition, some agencies have
adopted automated methods of tracking technology assets. The agencies recognize the need to link
these two sources of information to each other and to the change management process and any available
knowledge bases. The project aims towards this goal and would fulfill the immediate needs of several
state agencies. In addition, we anticipate that in the future as agencies seek to replace their current
software, a well-planned, solid enterprise-wide solution would be in place.

FUNDING SUMMARY

GTCF Grant Cash Match In-Kind Match | Other Funding Total
Funding Sources
Personnel Costs 5,000 5,000
Capital Expenditures (Hardware,
software, etc.)
- Servers 30,000
- Software, licensing 100,000
- Maintenance 5,000 135,000
Training 2,000 2,000
Total $105,000 $30,000 $7,000 $142,000
PROJECT SCORE
Score | Max.
Section lll: Goals and Objectives 18.0 20
Section IV: Scope and Projected Outcomes 13.3 15
Section V: Project Justification / Business Case 17.3 20
Section VI: Implementation 8.3 10
Section VII: Technical Impact 8.7 10
Section VIII: Risk Assessment 8.3 10
Section IX: Financial Analysis and Budget 12.3 15
TOTAL 86.3 100
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Application Summary Sheet

REVIEWER COMMENTS

STRENGTHS

| agree with what they are proposing, but just not clear on the details.

If the project succeeds the outcomes will be significant. | am still confused as to whether this is an
ERP type of solution, a smaller system focus or a help desk focus. | find myself having to re-read
the document several times

The business case for similar IT support tools is clear. Key, in my view, is the commitment of
senior leadership. Another question is why limit this to just a few agencies?

The risks that were identified are real. | think they should use the commitment to NIS to leverage
the need for this project

WEAKNESSES

Seems a bit optimistic judging from previous meetings concerning this effort.

One of the biggest risks in my estimation is that the agencies participating will either not agree on
the software requirements or that the requirements will be so broad that a solution will not be
easily implemented.

It seems to me that the participating agencies (especially the large ones could generate more
cash to support the project. | am also concerned about annual support costs as $5,000 seems a
little low for a $100,000 product. | would expect it to be more.

Server costs seem low and | would rather see more allocated to that component. Training costs
are also low.
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Application Summary Sheet

Request # 2001-08

Agency Project Request Match| SGC Recommendation

(See Funding| Withdrawn by applicant
Summary) $0.00

IMServices Enterprise E-Government Security Software $151,000.00

SUMMARY OF REQUEST (Applicant's Executive Summary)

In January, 2000, the Nebraska Information Technology Commission (NITC) adopted the first statewide
E-government Strategic Plan, which was later endorsed by the Governor. This plan outlined four
priorities to help guide the effort. Two of the items deemed critical to the success of the E-government
Strategic Plan were Security and Technical Infrastructure. This project is an Enterprise approach to
address those two items. It will implement a technical infrastructure that will aid in keeping the State’s
data secure, reduce redundant software purchases between Agencies, and provide a technical starting
point for allowing Agencies to easily share data.

This enterprise approach would allow for all collaborating Agencies, Boards, and Commissions to have a
central point where their users’ computer accesses could be added, maintained, and deleted through the
use of integrated computer security software. This project would purchase, implement, administer, and
train State staff in the use of this Enterprise Computer Security Software. A central staff would administer
this software, and would act as a resource for those Agencies, Boards, and Commissions that chose to
use the software to maintain their users’ computer access records. It would also be possible for this
administration staff to maintain the computer accessibility records of Agencies, Boards, and Commissions
that do not have the staff or resources to do so. In this way, the State’s staff and resources would be
leveraged to improve services, as well as increase efficiency and effectiveness of the State’s operations.

This project would also provide software to assist in Enterprise directory management, security rules
management, authentication, and intrusion detection in the State’s networks. This software would utilize
an Enterprise approach to address the seven policies of the NITC’s Security Architecture work group.
Addressing these policies will also help enable the State of Nebraska to comply with the Health Insurance
Portability and Accountability Act (HIPAA).

The Enterprise Computer Security software would be used to manage computer logon accessibility and
authentication, and other security concerns for the State’s computer systems. The computer systems
would include the Internet and Intranet systems, all aspects of the State’s Enterprise server (i.e., CICS,
VM, TSO, and other sub-systems), the State’s AS/400 computers and networks, and PC LAN/WAN
accesses and security for any Agency, Board, or Commission wishing to participate.

This software could be purchased and implemented at one time, or it could be purchased and
implemented in phases. Anticipated costs for both approaches are included in this grant.

FUNDING SUMMARY

NOTE: There are 2 approaches used on this grant. The first approach is for purchase and implementation in one phase, with a 2-
year maintenance and support agreement. The second approach is for a multi-phased approach over 2.5 years, with an additional
6-month maintenance and support agreement. See the grant application for more detail on the funding

GTCF Grant Cash Match In-Kind Match | ©Other Funding Total
Funding Sources
Personnel Costs $1,587,000
Capital Expenditures (Hardware, $1,200,000
software, etc.)
Contractual Services $275,000
Total $1,475,000 $1,587,000 $3,062,000
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Application Summary Sheet

PROJECT SCORE

Score | Max.
Section lll: Goals and Objectives 18.7 20
Section IV: Scope and Projected Outcomes 13.0 15
Section V: Project Justification / Business Case 18.0 20
Section VI: Implementation 9.0 10
Section VII: Technical Impact 9.0 10
Section VIII: Risk Assessment 8.0 10
Section IX: Financial Analysis and Budget 11.3 15
TOTAL 87.0 100
REVIEWER COMMENTS
STRENGTHS

e Extensive information on how this will be implemented.

o Enterprise Goals are consistent with the State's E-government strategy.
o This Project is of potential benefit to nearly all state agencies
e Potential benefit is much greater than the cost
o Looks to be a well thought out implementation plan
WEAKNESSES

¢ Not a clear definition of the alternative solutions or what happens if we do nothing
e Cost is high, and benefits somewhat difficult to quantify
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Application Summary Sheet

Request # 2001-09

Agency Project Request Match| SGC Recommendation

IMServices Enterprise Security Awareness Training Grant $36,620.00 $57,000.00 $36,620.00

SUMMARY OF REQUEST (Applicant's Executive Summary)

In January, 2000, the Nebraska Information Technology Commission (NITC) adopted the first statewide
E-government Strategic Plan, which was later endorsed by the Governor. It was stated in this document
that security was a priority of the State at an Enterprise level. The NITC Security Architecture Workgroup
developed 7 policies, one of which addresses Education, Training, and Awareness. It is stated in this
policy that all State employees and other State agents need to be aware of their responsibility towards
Security.

The Federal Government is also beginning to mandate certain security steps be taken before states and
other organizations can use certain data. The Health Insurance Portability and Accountability Act
(HIPAA) has issued five rules. The State of Nebraska has until February, 2003, to comply with the
Security and Privacy Rule. Although this seems far into the future, the items listed in this rule will take
time to implement.

Funding is needed for a Security Awareness training program to occur at an Enterprise level. Some initial
plans are being developed for the initial Rollout of this program. This grant will fund some initial training
and will provide a Security Consultant to assist the Security Officers as they attempt to understand
Security in their Agencies, Boards, and Commissions.

FUNDING SUMMARY

GTCF Grant Cash Match In-Kind Match | Other Funding Total
Funding Sources
Personnel Costs $30,770 $57,000
Supplies and Materials $5,850
Total $36,620 $57,000 $93,620
PROJECT SCORE
Score | Max.
Section lll: Goals and Objectives 17.7 20
Section IV: Scope and Projected Outcomes 13.7 15
Section V: Project Justification / Business Case 17.3 20
Section VI: Implementation 8.0 10
Section VII: Technical Impact 9.0 10
Section VIII: Risk Assessment 8.0 10
Section IX: Financial Analysis and Budget 13.7 15
TOTAL 87.3 100
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REVIEWER COMMENTS

STRENGTHS
e Project meets E-government strategy and does a good job of describing the goals and objectives
of the project.
e Project pr